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Part 2: for those building       
threat models

Part 1: for everyone

Training 
Objectives

Threat Model 
Overview

Q&A/
Discussion

Start End

Microsoft Threat 
Modeling Tool

Microsoft Threat Modeling Tool 
Demo

Engaging with SA

Develop a critical muscle that will enable us to deliver trusted content to our customers.









Threat Model
=

Dataflow
Diagram (DFD)

+
Model Analysis





• You own security.
• Understanding your 

environment is critical.
• To get started, ask yourself, 

“what keeps you up at night?”
• In other words, “how would 

you attack your own service?”





Reorg

New feature

New component

New tool

Deprecation of the service

Major changes to the service



Threat Model
=

Dataflow
Diagram (DFD)

+
Model Analysis

















THEIR STUFF

YOUR 
STUFF

Storage



Machine roles and services

Storage entities

Relevant interactions

Dependencies



Threat Model
=

Dataflow
Diagram

+
Model 

Analysis
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Mutual authentication 
(certificate-based)
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TLS (Message 
Authentication Code)

*Transport Layer Security (TLS)
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R Logging
(using Geneva)
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TLS 
(Encryption)

*Transport Layer Security (TLS)
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Monitoring
(detection)
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E
Running as 

Network Service
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https://aka.ms/threatmodelingtool

https://aka.ms/threatmodelingtool








Establishes a high-
level understanding 

of your service



Provides details of all 
interactions and ensures 

all interactions of the 
service are covered
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THEIR STUFF

YOUR 
STUFF

Storage



Azure AD
Azure Web job
Dynamics CRM

Azure ML
WCF

Web API
Web Application

Etc.

Mobile Client
Web browser

Anything external 
to the system that 
you can’t control

Database
Cached

Azure DocDB
Azure Storage

Request or 
Response 

Network traffic
Function call

Any flow where 
data moves from 

one entity to 
another entity 

on DFD

Points/surfaces 
where an attacker 

can interject
Examples of 
boundaries:

Machine
Privilege
Network 

(even TLS)










•

https://aka.ms/tmtrepo

•

https://aka.ms/threatmodelingsurvey

Microsoft Threat Modeling Tool Links

https://aka.ms/tmtrepo
https://aka.ms/threatmodelingsurvey





Start threat modeling it!


Great! Start modeling the new design!


Go ahead and model everything as-is!


Go talk to your PM/Dev/OPS counterpart about how you can help.



I will be doing a QA later from 
2:00-2:45 , come talk if you have 
questions 



 Security community

 Documentation

 Training resources

 Event content

 And more…

Your online STRIKE resource
Visit STRIKE Central at //STRIKE
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